
 

MCA-45 IoT and Cloud Computing Lab. 

 

General Course Information 

 

Course Code: MCA-45 

Course Credits: 2 

Type: Professional Core Lab.  

Course Contact Hours: 2 hours/week 

Mode: Lab practice and assignments 

Course Assessment Methods (internal: 30; external:70)  

The internal and external assessment is based on the level 

of participation in lab. sessions and the timely submission 

of lab experiments/assignments, the quality of solutions 

designed for the assignments, the performance in VIVA-

VOCE, the quality of lab. file and ethical practices 

followed. 

The internal examination is conducted by the course 

coordinator. The external examination is conducted by 

external examiner (appointed by the Controller of 

Examination) in association with the internal examiner 

appointed by the Chairperson of the Department. 

 

Pre-requisites: Basic programming skills. 

 

About the Course: 

This lab. course on IoT and Cloud Computing helps students to learn how to use cloud services, 

implement virtualization and task scheduling, apply the vision of IoT and understand IoT  in applied 

form. 

 

Course Outcomes: By the end of the course students will be able to: 

CO1. Analyse the cloud computing setup with its vulnerabilities and applications using different 

architectures.  

CO2. Design different workflows according to requirements and apply map reduce programming 

model.  

CO3. Identify and propose applications which advance the IoT. 

CO4. Develop applications which advance the IoT. 

CO5. Create lab record for assignments that includes problem definitions, design of solutions and 

conclusions.  

CO6. Demonstrate use of ethical practices, self-learning and team spirit.  

 

List ofexperiments/assignments: 

1. Amazon Simple Storage Service (Amazon S3) and Amazon Glacier Storage 

2. Amazon Elastic Compute Cloud (Amazon EC2) and Amazon Elastic Block Store 

3. Amazon Virtual Private Cloud (Amazon VPC) 

4. Elastic Load Balancing, Amazon CloudWatch, and Auto Scaling 

5. AWS Identity and Access Management (IAM) 

6. Databases and AWS 

7. SQS, SWF, and SNS 

8. Domain Name System (DNS) and Amazon Route 53 

9. Amazon ElastiCache 

10. Additional Key Services 

11. Security on AWS 

12. MQTT,   REST/HTTP,   CoAP,   MySQL,   apache   for handling      HTTP  Requests,  PHP  &  

MySQL  for  data  processing,  MongoDB  object  type database 

13. HTML, CSS & jQuery for UI designing, JSON lib for data processing, security & privacy during 

development, Working with arduino   and   intel   galileo   boards/Rsapberry Pi 

 

 

 



 

Note: 

The actual experiments/assignments will be designed by the course coordinator. One assignment should 

be designed to be done in groups of two or three students. The assignments must meet the objective of 

the course and the levels of the given course outcomes. The list of assignments and schedule of 

submission will be prepared by the course coordinator at the beginning of the semester. 


